Recognizing some of the modern CAPTCHAs

The Turing test has been extensively studied since it was created, but in the last few years the reverse Turing test has become the object of interest. The word “reverse” means that it is the computer which is presented the challenge to distinguish a human and a computer. These tests are also known as CAPTCHAs (Completely Automated Public Turing test to tell Computers and Humans Apart). As a rule, a CAPTCHA consists of an image with distorted text and a text field where a user has to enter the text. The study of CAPTCHAs is also of great commercial interest since large companies demand protection against automated use of their services. For instance, a company which offers free e-mail in exchange for viewing ads will not profit if thousands of mailboxes are registered automatically since no human sees any ads; on the other hand, registering a lot of mailboxes is necessary for spamming. Theoretically, a good CAPTCHA has to block any attempt to be recognized by a computer program and at the same time it should be simple enough for a human to read. This presents a challenge for a researcher: are these images actually impossible for a computer to recognize?

The research carried out lately reveals that this problem can usually be solved but the results are often too abstract to be applied easily. On the other hand, this research was aimed to recognize some of the widely spread CAPTCHAs encountered on the daily basis. The target was accomplished: using the publicly available instruments and standard methods algorithms for CAPTCHAs used by four popular web sites were developed and performed well enough.

This project used only free software in order to guarantee the ease of reproducing the results. This includes Python programming language, OpenCV (computer vision library) and a library for neural network processing called FANN (Fast Artificial Neural Network). The process of recognizing a CAPTCHA was split into three stages. The first was the preprocessing where noise and distortions were removed. The second stage was the segmentation where characters were extracted and post-processed. The final stage was the recognition itself where characters were separately classified by a pre-trained neural network. Several hundreds of images were collected and labeled manually in order to train the networks and assess their performance. The most errors were due to the segmentation while the recognition was much simpler.

The result shows that recognizing many of the common CAPTCHAs does not present any challenge for a programmer. Also, it is possible to interpret the result as another argument in favor of the hypothesis that it is impossible to create an efficient reverse Turing test.

